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Security-Enhanced PostgreSQL(SE-PostgreSQL)
SE-PostgreSQL
SE-PostgreSQL BSD

Redistribution and use in source and binary forms, with or without modification, are permitted

provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

THIS SOFTWARE IS PROVIDED BY THE SE-POSTGRESQL DEVELOPMENT TEAM fAS 1S0
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE SE-POSTGRESQL DEVELOPMENT
TEAM OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
| SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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SE-PostgreSQL

SELinux

insert write

SE-PostareSOL PostareSOL
©. - Q. -
SystemHigh | Secret | » SystemHigh [ Secret | »

insert write

SE-PgSQL File System PgSQL File System
Secret ’ Secret | > | Secret | >
select read g select read
Security
- -0 | |l— (-0
[~—] is LOST! [~—]
SystemLow SystemLow
1
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SE-PostgreSQL
2.1 SELinux

SE-PostgreSQL  PostgreSQL

SQL DB
Linux SELinux
SELinux
[ Database Client ]
SQL Parser SE-PostgreSQL SELinux
and I core Module | L[ Kernel
Execution US(X\S/F(;&CE 11 AW
Engine ¢ #
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ecurity
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SE-PostgreSQL Linux kernel
2 SE-PostgreSQL
SELinux (Subject) (Object)
(Action)
4.SELinux
SE-PostgreSQL (OF] TE MLS/MCS
0s

SE-PostgreSQL ~ AVC(Access Vector Cache)

2.2

SELinux id oz

[root @asu ~]# id -Z
root:systemr: unconfined t: SystenLow Syst enHi gh

SELinux
id oz




SELinux

IPC
ls oz
[root @asu ~]# |s -Z /etc/passwd
-rWr--r-- root root systemu:object r:etc_t / et c/ passwd
4.1
SELinux SELinux

Defined in the policy

user_u:system_r:user_t | system_u:object_r:user_home_t
3
3 SELinux
SE-PostgreSQL DB SELinux
DB
SE-PostgreSQL ()

security_cont ext

kaigai=# select security_context, * from drink;

security_context | id | name | price | alcohol

-------------------------------------------- P R E  ESSE
user_u:object r:sepgsql_table_ t | 1] coffee | 120 | f
user_u:object r:sepgsql_table_ t | 2] tea | 120 | f
user_u:object r:sepgsql_table_ t | 5] water | 110 | f
user_u:object r:sepgsql_table_ t | 6] coke | 110 f
user_u:object r:sepgsql_table t:Secret | 3| wine | 360 ] t
user_u:object r:sepgsql_table t:Secret | 4] beer | 240 | t
(6 rows)
PostgreSQL DB

DB

pg_cl ass pg_attribute
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SQL

Query rewriter  SQL
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4 SE-PostgreSQL

nmy_vi ew SQL

SQL

)
)

(1)
(2) SELECT a,
(3) SELECT a,

CREATE VI EW ny_vi ew AS SELECT a,

X * X FROM ny_vi ew,
(b +c)

b + ¢ AS x FROM ny_t abl e;

* (b + ¢) FROM ny_tabl e;







