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Self Introduction

e Working for NEC, come from Tokyo, Japan

& 6 year's experience in Linux kernel development

¢ Especially, SELinux and security related region
® SMP Scalability improvement (2.6.11)
® XATTR Support in JFFS (2.6.18)
® SELinux support in busybox
® Type boundary and Multithreading (2.6.28)
@ Security-Enhanced PostgreSQL

N

One of the core components
in LAPP/SELinux
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Security-Enhanced PostgreSQL

e Concept

¢ System-wide consistency in access controls
V It shares a common security policy between OS and RDBMS

¢ Fine-grained mandatory access controls on DB objects
¢ Client's privileges based on Labeled IPsec feature

e Status
¢ Now progress in PostgreSQL v8.4 development cycle
¢ Available on Fedora8 or later

¢ Promotions
¢ Many of talks for the last 2 years....
v SELinux Symposium, PGcon, IPA Forum, etc... Sl s =

) . PGCON2008
+ | got a "frequently asked question". UBive ot OB (22 May 200578

Empowered by Innovation N Ec



A Frequently Asked Question

In the LAPP system, does SE-PostgreSQL enables us to set
up virtual private database for each web users, doesn't it?

! @ortunatelly, we have a few issug
Audience u

KaiGali

¢ Not separated domains SELinux Web server
e Multi-threading web application coverage Cipreie)
e Qur goal
¢ SELinux as a foundation of consistent
access controls on whole of LAPP stack —

Today
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