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P> Read- — > Read-
File A Executable Writable
Y
File A File B
X (Read) (Read, Execute)
Y () (Read, Write)
- (Subject) (Object) (Action)
Q
@ “ (Subject)” 7 (Object)”
@ UserID? ? Security context?
- (Action)”
@ Read, Write, Execute? ?
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Q
@ (Subject) (Object) (Action)
Q
Q (Discretionary Access Control)
Q
s
o (root)
- (Mandatory Access Control)
Q
Q =
Q /
Q = (root)
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@ SELinux

@ Linux
»

»
@ Linux

Linux
SELinux

é 4 or

RedHatEL/Fedora/etc...
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system_u:object_r:etc_t:Unclassified

system_u:object_r:user_home_t:Secret

staff _u:staff r:staff t:Classified

Q@
)
o etc...
» SELinux
o
o (Subject) (Object) (Action) /etc/hosts
o Subject/Object

Secret Classified Unclassified
\ Secret (Read, Write) (Read) (Read)
d__ Classified __} i (Read, Write) (Read)

Unclassified - - (Read,Write)




Eom Multi Level/Category Security

@ Multi Level/Category Security

*
@ SELinux UNIX Oracle Label Security
Q

Read _
o Write
Q

cO cl c2
! TopSecret Secret:cl:c2

Secret Ej g f*

Classified

Unclassified
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system_u:object_r:httpd_sys content_t:sO

system_u:system_r:httpd_t:sO

sysadm_u:sysadm_r:sysadm_t:sO system_u:object_r:mail_spool_t:s0

system_u:object_r:sendmail_log_t:sO

@ Type Enforcement
@ SELinux

@ MLS/MCS
K
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lST-%" OS DB

/OS (Linux) :

-
T
-
DB & « g -
analogy
0S
o
@ OS (or )
@ RDBMS
@ SQL
@ RDBMS (or )
@
o
Q (Subject) (Object) (Action)
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@ SELinux
DB
Q
*
V DB
V
@ DB
V root
Q
@ SELinux

FS
OS DB

Q (Subject)
Q (Object)

@ SELInux

(Action) ... DB
DB
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“Classified”

SELinux

“Unclassified”
@ FS DB
@ SELinux

Vv

5 "

SE-PostgreSQL
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ESE SE-PostgreSOL

( )

staff _u:staff _r:staff t:sO

SE-PostgreSQL
-Fosigre

v |

SE-PostgreSQL

SE-PostgreSQL J

L \
_____________________________________________ e
LSELinux }4—»@

Q
o ... SELinux API
@ DB ... SE-PgSQL DB

Q
o SE-PgSQL
@ SQL SELinux
@ SELinux
o SE-PgSQL
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EOEE SE-PostgreSQL

postgres=# CREATE TABLE drink (
id int primary key,
name text,
price int
) ;
NOTICE: CREATE TABLE / PRIMARY KEY will create implicit index "drink pkey"™ ...
CREATE TABLE

postgres=# SELECT * FROM drink;

id | name | price DB

e . S sepgsql_ro_table t

10 | water | SELECT UPDATE
(1 row)

postgres=# INSERT INTO drink VALUES (11, "“coke®", 130);
ERROR:

postgres=# SELECT test func(2);
ERROR:

SQL
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TCSEC http://itpro.nikkeibp.co.jp/word/page/10005255/
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OEE! Trusted Oracle

UNITED STATES
DEPARTMENT OF DEFENSE

Certificate of Appreciation
Presented to -

Oracle Corporation

This certificate is presented in recognition of the contribution
you have made in the Computer Security Effort
through your success in developing a product,

Trusted Oracle7 (B1)

which meets the criteria for placement on
the Evaluated Products List for Trusted Computer Systems.

J Director
NATIONAL COMPUTER SECURITY CENTER

7 TCSEC B1
http://www.oracle.com/technology/deploy/security/seceval/pdf/tcsec_to7013.gif
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GETTING STARTED DOWHLOADS DOCUMENTATION FORUMS  ARTICLES SAMPLECODE TUTORIALS

Oracle and the US TCSEC

Oracle pursued and successfully completed TCSEC evaluations of its Oracle? and Trusted Oracle7 database server products.
Oracle does not participate in the TCSEC any longer as TCSEC has been superseded by Common Criteria.

For a matrix of Oracle secunty evaluations currently in progress as well as those completed please read the go to Cracle Secunt

Overview of the TCSEC

FPublished first in 1983, the US Trusted Computer System Evaluation Criteria { TCSEC, also known as the "Orange Book”) has been used
since then for the evaluation of operating systems. In Aprl 1991, the US MNational Computer Secunty Center (NCSC) published the Trusted
Diatabase Interpretation (TCH) which sets forth an interpretation of these evaluation criteria for database management systems and other
layered products. Products are evaluated against the TCSEC and the TDH at predefined classes from D (lowest) up to A1 (highest).

Evaluation Status

Release 7.0.13.1 (No longer supported)

Product Class Certificate
OracleT Database Server, Release 2
7.0.13.1 {No longer supported)
Trusted Oracle? Database Server, B1

Oracle7:C2 , Trusted Oracle 7:B1
http://www.oracle.com/technology/deploy/security/seceval/oracle_tcsec-validations.html
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Oracle Database 11g Data Masking
TDE Tablespace Encryption
Oracle Total Recall
Oracle Audit Vault
Oracle Database 10g Oracle Database Vault
Transparent Data Encryption (TDE)
Real Time Masking
Oracle Database 9i  Secure Config Scanning
Fine Grained Auditing

Oracle Label Security

Enterprise User Security

Virtual Private Database (VPD)
Database Encryption API
Strong Authentication

Oracle’ Native Network Encryption

Database Auditing
Government customer

Oracle8i
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